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1. AByxdakTopHasa ayteHTudpmnkauma QUIK

[ByxdakTopHas ayTeHTudunkaumsa Ha cepsepe QUIK - 3To AOMONHUTENbHbI YPOBEHb
6€30MacHOCTI, NO3BONAWMIA 3aUTUTb TEPMUHA NOMb30BaTENA OT HECAHKLIMOHUPOBAHHOIO
AocTtyna.

HecaHKUMOHNMPOBAHHbLIA AOCTYN BO3MOXEH U3-3a YTEPU UM KpPaXKM KJIOYen AOCTyrna K CucTeme
3/I0YMbILLIEHHUKAMW M MOXET noBJsieYyb 3a cobolh HaHeceHne duHaHcoBoro yuwepba nonb3oBaTento.

Ncnonb3oBaHne aByxhaKTOPHOM aBTopM3auum npeanonaraeT, YTo Nosib30BaTe b NpU BXoAe

B CMCTeMy Hapsay € 06bl4yHbIMM NapameTpamu (MMS M Naponab A5 3aWMTbl CEKPETHOro KJ4a)
BBOAWUT naposib goctyna (ganee — MNMAPOJIb), nony4yeHHbIN Yyepe3 KaHa CBS3M, KOTOPbIA HE MOXET
6bITb NepexBayeH 3/10yMbiweHHnKamu. NMAPOJIb MOXHO NOAYy4YNTb:

no SMS - Ha HoMep MObunbHOro TenedoHa, YKasaHHbIM NOMb30BaTeNEM;
Mo 3NEKTPOHHOM MoYTe — Ha aApec, YKasaHHbIN NONb30BaTENEM;

OT NpeacTtaBmTens opraHmsaummn-6pokepa (ganee BPOKEP), yepes koToporo pabortaer
nosib3oBaTtenb (Hanpumep, No TenedoHy).

HeobxoanmocTtb BBoAa HoBOro NMAPOJIA BO3HMKAET NpW MOMbITKE YCTAHOBKN CBSA3M C YCTPOMCTBA,
C KOTOPOro Nosab30BaTesb HX pa3y He yCcTaHaBnMBan CBA3b (NOTEHUMAIbHO BO3MOXHas CUTyauus,
€C/IN K0YM M Naposb 6b1in ykpazeHsl). [na obHapyKeHnsa Takon CUTyaunun cepBep CUCTEMBI
QUIK npgeHtndunumpyeTt n 3anoMMHaeT NnapamMeTpbl KaXaoro NoAKIYeHMs nonb3oBaTtens,
NCNOMb3YIOLLErO HOBYIO CXeMY ABYX(MaKTOPHON ayTeHTUdUKaumn 1, npu nogo3peHnun Ha
M3MEHEeHNe NapaMeTpoB nogkatoueHus, 3anpawmnsaeT MAPOJIb. OaHHbii MAPOJ1Ib coobwaeTtcs
NoNb30BaTENO NO 3apaHee onpeaeneHHOMY KaHany CBA3MU.

2. Hacrpouka aByxcdhaKTOpHOM
ayteHTudpmkaumm QUIK

2.1 Hacrpouku B panne quik.ini

OTkpownTe ana peagaktupoBaHusa dain quik.ini B katanore QUIK\Server\ c HacTpolikaMn cepBepa
QUIK.

HacTpoinTe cnegyrowmne napameTpbl B CEKLUAX:
2.1.1 Cekuumsa [mail]

FromAddress - agpec oTnpaBuTens nuceM, CBA3aHHbIX C ABYXMdaKTOpHON ayTeHTudunkaumnen
M BOCCTAHOBNEHWEM Maposns.
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2.1.2 Cekuumsa [mobile_terminals]

System - onepaunoHHble cUCTeMbl MOHBUSIbHBIX TEPMUHANOB. 3Ha4YeHMe No YMONYaHMUIO:
«Android,iPhone». [na MobunbHbIX YCTPOMCTB BO3MOXHA HacTpomnka otnpaBkm PIN-koaa
ABYyX(daKTOpHOM ayTeHTUdMKaUMM B MOMEHT noakntouenuns kK cepeepy QUIK. Mpu nonyyeHun
3Ha4vYeHMs NapaMeTpa, KOTOpOe BK/tOYaeT OAHY M3 CTPOK AAHHOW HAaCTpPOMKMK, cepeep
naeHTMdnumMpyeT MobunbHbIN TepMMHaN n 3anpawusaet PIN-koa ToNbKO nocne noaHom
NpoBepKM NpaB Ha pa3pelleHne paboTbl TepMuHana.

2.1.3 Cekuumsa [quik_auth]

MapameTpbl ABYyX(haKTOPHON ayTeHTU(hUKaumm
retry — Konm4ecTtBo A0ONOSHUTENBbHbBIX NONbITOK BBoAa PIN-koAa nocne HeBepHOro BBoAa.
Mpu ncuyepnaHum nonbiTOK BBoaa PIN-koga BTOporo pakTopa, NpoM3BOAMNTCS OTK/IIOYEHME
nosb3oBaTens oT cepBepa 6e3 ero 6710KMPOBKN. 3HAYEHME NO yMoNnyaHuto: «0». MNapameTp
He oba3aTeneH ANs 3anosIHEHUS.
Quik_Auth_Wait_TMO - nepuos oxuaaHusa seoga nonb3osaTtenem PIN-kopa B cekyHpax.
3Ha4YeHue No yMonyaHuo: «75».
BlockTypeOnUnsuccessAuth - Tun 6/10kMpoBKK B pe3ynbTaTe BBOAA HEBEPHOIro Naposs
npu ayTeHTuduKaumMm 3agaHHoe Konm4ecTtBo pa3. Bo3MoXHble 3HavYeHus:

«0» - He 6nokupoBaThb;

«1» (no ymonyaHuio) — 6110KMpoBaTb NoMbL30BaTENS Ha BpeMs, 3a4aHHoe
B HaCTpoliKax;

«2» — cbpocMTb Naposib MoJsib3oBaTenNs.

HacTpolika ucnonb3yeTcs, ecan HacTponka COAEPXUT 3HAYEeHune,
OT/IMYHOE OT «0»,

O6wuin napamerp
PinCodeDefaultTransport - cnocob6 nocrtasku PIN-koga. Bo3MOXHble 3HaueHns:
«sms» (MO YMOAYaHUIO);
«email»;
«NO» — Ncnonb3ytTcsa oba crnocoba.
Ecnun BbibpaHHbIN cnocob HeaoCTyneH, cepBep MCNOoMb3yeT afbTepHATUBHbLINA KaHan npu ero

Haan4yun.

Hanpumep, y nonb3oBaTens ykasaHa ToNbKo noyTta (HoMep TenedoHa OTCyTCTBYET),
N UCNONb3yeTca:

PinCodeDefaultTransport = sms

Torga PIN-kon oTnpasnsieTcs nonb3oBaTento no email.
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MapamMeTpbl BOCCTAaHOB/IEHUA Napons
RetrievePassword - peXxuM BOCCTAaHOBNEHUSA Napons. Bo3MOXHble 3HaUEeHUS:

«0» (N0 yMONYaHMIO) — BbIKJIIOYEH;
«1» — BKJIHOYEH.

Ecnu Ha cepBepe ayTeHTMdMKALMA N0 MMEHU M NAPOJIIO HE UCMONb3YETCHA UIIN HE BKJTIOYEH
pexunM ABYXMhaKTOPHON ayTeHTUdMKALNN, TO HE3ABUCUMO OT 3HAUEHUSA HACTPOMKKU, CUMTaEeTcs,
YTO PEXMM BbIK/THOYEH.

RetrievePasswordOnLockedUsers - pexunMm BOCCTaHOB/IEHMS Napoas Ans
3a6/10KMpPOBaHHbIX NoNb30oBaTeNen. Bo3aMoXHbIe 3HaUeHus:

«0» (Mo yMON4YaHWIO) — BbIKJIHOYEH;
«1» — BKJIHOYEH.
RetrievePasswordOnTerminalTypes - cnMcok KogoB TUNOB TEPMUHAJIOB Yepe3

pasaennTenb «|», ans KOTOPbIX pa3pelleHo BOCCTaHOBNEHNE naponeii. Bo3MoXkHblie 3Ha4YeHUs:

«ALL» (No yMOM4YaHuIO) — BCE TUMbl TEPMUHaNoB. Ecnn ykasaH 3TOT KoA, TO BCe
npoyme KoAbl UTHOPUPYIOTCS;

«DESKTOP» - Pabouee mecto QUIK;

«IQUIKX» - Pabouee mecto iQUIK X;

«QUIKANDROIDX» — Pabouee mecto QUIK Android X;

«WEBQUIK» — Pabouee mecto webQUIK.

UseEMailOnRetrievePassword - npusHak oTnpaBku napons no e-mail npu BoccTaHOBAEHUN
naponsi. BoaMoxHble 3Ha4yeHUs:

«0» — BbIK/tOYEHO. MNaponb oTnpasnseTcs No SMS. Bo3MOXHO TO/IbKO Npu
NCronb30BaHMKM SMS B KayecTBe BTOpPOro pakTopa aBTopm3launm;

«1» (No yMO/I4aHMIO) — BKJTHOYEHO.

SendMsgOnChangePassword - npu3Hak oTnpaBku ONOBELLEHMS NPU U3MEHEHMX Napons,
€C/N BKJIlOUEHa ABYyXdaKTopHas ayTeHTUdMKauuns. Bo3MOXHbIE 3HAUEHUS:

«0» — He oTnNpaBnATh;
«1» (N0 yMon4yaHuio) — OTNpaBNAThb.

Ncxoas n3 coobpakeHnin 6e3o0nacHOCTU, He peKOMEeHAYEeTCA OTK/IIoUeHUue
OTNpaBKMW onoBeLleHns 06 M13MeHeHnn napons.

NewRetrieveCodeTimeOut - cnncok BpeMeHHbIX MHTEPBANOB Yepes 3anaTyo 40 3anpoca
HOBOro KoAa noaTeepxaeHus. NHTepBanbl 3a4atoTcs B cekyHaaX. 3HadeHne 0 o3HayaeT, uTo
3anpoc HOBOro KoAda AOCTyneH HeMeaneHHo. KonimyecTBo 3Ha4YeHUN B CMMCKe COOTBETCTBYET
MaKCMMasibHOMY KOJIMYECTBY MOMbITOK 3anpoca HOBOro KoAa noaTeepXaeHus. Hanpumep,
3HauyeHue «0, 60, 120, 240» roBOpUT O TOM, YTO MONIb30BATENb MOXET 3aNpPOCUTb HOBbIN KO
noaTBepXXaeHus 4 pasa, He BKJo4Yas Ko, KOTOPbIA BbiCblaeTCcs aBToMaTmyecku. MNpu aTom
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3anpoc NepBoro Koga AOCTYMeH cpasy, CneayrLlmn — yepes MUHYTY, Aanee yepe3 2 n 4
MUHYTbI. 3Ha4YeHMe no ymondanuto: «0, 0, 0, 0, 0» (5 3anpocoB HOBOro Koga 6e3 oxugaHus).
NewRetrieveCodeMaxAttempts - makcnManbHOe KOMMYECTBO MOMbLITOK BBOAA KOAA
noAaTBeEpPXAeHMs. 3HaYeHMe No yMon4YaHutoo: «0» — 4yMcno NONbITOK HE OrpaHUYEHO.
RetrieveCodeProcessingTimeOut - MmakcnMmanbHoe BpeMs (B CEKyHAAX) 0XunaaHus oTBeTa
rnocse oTnpaBKu KoAa NOATBEPXAEHMS. 3HaueHme no yMmondaHuto: 0 (6e3 orpaHnyeHnin).
TemporaryPasswordLength - gnvHa BpemeHHOro napons ans ayteHTUdMKaumn rno JormHy
n naposnt. Llenoe uncno B nHtepsane ot 8 ao 32. Ecnm 3agaHo 4ncno, He Bxoasiiee

B YKa3aHHbI MHTepBas, TO NCNosb3yeTcs banxanwasa rpaHnua nHTepsasna. 3HadeHune no
YMOST4YaHUIO: «8>»,

TemporaryPasswordSymbols - cnncok HabopoB CMMBOJ10B, AOMYCTUMbIX BO BPEMEHHOM
naposne. 3Ha4yeHus B CNMCKe 3a4al0TCs vYepe3 pasaenutesb «|». Bo3MOXHble 3Ha4YeHus:

«Number» - undpsbl (0-9);

«Lowercase» — nponucHele 6ykBbl NaTUHCKoOro andasuta (a-z);
«Uppercase» — cTpo4Hble 6ykBbl naTMHCKoOro andasuta (A-Z);
«Underline» — cuMBOoN nogyepkmneaHunsa («_»);

«Minus» — MUHYC («-»);

«Space» — npoben (« »).

O6s3aTenibHO A0/HKHO 6bITb YKa3zaHo O4HO M3 3HayveHui: «Number», «Lowercase»,
«Uppercase». 3Ha4yeHue no ymonyaHuio: «Lowercase|Number».

TemporaryPasswordMaxAttempts - MakcuManbHoe KOAMYECTBO MOMbITOK BOCCTAHOBAEHUS
napons B AeHb. 3Ha4YeHme No yMonvaHuio: «0» (orpaHM4eHue OTCYTCTBYET).
TemporaryPasswordValidityPeriod - cpok, B Te4eHne KOTOPOro BpeMeHHbIN Naposb
AencTBuTeNneH, B MMHyTax. 3HauyeHue rno ymonyaHuw: «0» (naposb MMeeT CPOK AENCTBUSA
MOCTOSIHHOrO Naposisl). MakcuMarnbHOe 3HadeHue: «1440».

AddInfoOnRetrievePassword - Tun gononHutenbsHon nHdopmaumm, Tpebyemoii Ansg Hadvana
npoueaypbl BOCCTAHOBNEHUS NMaposis. Bo3MOXHble 3HaYeHUs:

«0» - He 3anpawwnBaeTcs;
«1» — aapec 3N1eKTPOHHOM NMoYTbl ANns ABYX(MaKTOPHON ayTeHTUdbukKaumn;
«2» — HoMep TenedoHa ansa AByXMhaKTOPHOMW ayTeHTUdUKaunm;

3HayeHne No yMOJIHYAHUIO:

«1» (agpec aNeKTPOHHOM MoYThbl), ecnu =1;
«0» (He 3anpalwmnBaeTcs), ecnu =0).

CheckLastDigitsInPhoneNumber - konnyectso nocnegHux umdp B Homepe TenedoHa,
npoBepsieMblX Ha coBnageHue. cnonb3yeTcs, ecnn B KadecTBe A0NOJSIHUTENbHOW nHdopMaunm
3anpawmunsaeTcs HoMmep TenedoHa ( =2). 3HaveHune «0»
COOTBETCTBYET MOJSIHOWN MPOBEpPKE HOMEpPA Ha COOTBETCTBME. 3HAYEHME N0 YMONYaHuto: «10».
UnsuccessAuthMaxAttempts - MakcMManbHOe YNCA0 NONbITOK ayTeHTUdUKaLumm 3a
TOproByto ceccuto. 3HayveHne «0» COOTBETCTBYET OTCYTCTBUIO OFPAaHNUYEHUS HA YNC10 NOMbITOK.
3Ha4dyeHne no ymonyaHuio: «10».
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AlertOnUnsuccessAuth - onoBelleHne Nonb3oBaTeNs NMpu BBOAE HEBEPHbIX AAHHbIX AN
ayTeHTUdMKaLMN 3alaHHOE KOJIMYECTBO pa3. Bo3MoXHble 3HAUeHMUs:

«0» — He onoBewWwaTb;
«1» (no ymMon4yaHuto) — onoBewaTh.

HacTpoika ncnonb3yeTcs, ecnim HacTpolka COAEPXWUT 3HavYeHune,
OTNIN4YHOE OT «0»,

BlockPeriodOnUnsuccessAuth - Bpems B cekyHaax, Ha KoTopoe 6n1okupyeTcs
nonb3oBaTenb B pe3yfibTaTe BBOAA HEBEPHbIX AAHHbIX ANs ayTeHTuduKaumm 3agaHHoe
KOJINYEeCTBO pa3. 3Ha4vyeHue No yMon4vaHuw: «10».

HacTpoika ncnonbsyertcs, ecnm =1,

Template<fisbik><Kopa tTuna wa6bnoHa>FileName - nyTb K dhanny, cogepxaiiemy
wabnoH coobleHns 0 BOCCTAaHOBEHNM Naposs UNu Koa Anst AByXMaKToOpHOMN
ayTeHTudmKaumn. nsa Kaxaoro tuna wabnoHa co3gaeTcs otaenbHblt an wabnoHa. TekCTbl
wabnoHOB MOryT coaepxaTb MakpokoMaHabl (nogpobHee cMm. ).

loe:

<S3bIK> — 43blK cO0bLWEeHNS. BO3MOXHblE 3HaYEHUS:

«Ru» - pycckun;

«En» — aHrnunckuin;

«Def» - a3bIk He onpeaeneH. MoxXeT MCMoNb30BaTbCsA ANs WabsoHOB TMNa
«2ndFactorAuthSubject» n «2ndFactorAuthText».

<Koa tuna wabnoHa> — tmn coobweHns. Bo3MOXHble 3HAUYEHUS:

LLIa6noHbI TEKCTOB, MCNOMb3yEMbIX ANS Npoueaypbl BOCCTAaHOBIEHWUS NApPONS:

«RetrievingNotSupported» — TekcT, oTobpa)aemblii, eCnm B AaHHOW KOHMUrypaumm
CepBep QUIK He noaaep>xvMBaeT npoueaypy BOCCTaHOBNEHMS napons Boobuie nim
ANS AaHHOro nonb3oBaTensd.

«MaxRetrievingAttempts» — TekcT, oTob6pa)kaembiii NpU NONbITKE BOCCTaHOB/IEHUS
napons, ecnm NpeBbIWEHO YMCO0 NOMbITOK BOCCTAHOBIEHNS Napons.

«UserUnknown» — TekcT, oTobpakaembln, eCnv Nosib30BaTeslb yKasasl HEBEPHbIN
NOrWH MNn HeBepHbIl e-mail Npu 3anpoce BOCCTaHOBNEHUS NMaposs.

«UnknownError» — TeKcT, oTobpaxaeMbii B cnyyae HeAOCTYNHOCTU Moayns paccbisiku
yBEeAOMNEHUN UMM NPU BO3SHUKHOBEHUU 060N Apyron ownbkn npu oTnpaske SMS-
coobuieHus.

«IncorrectCode» — TekcT, oTobpa)xaembliii, eCnm Nosib3oBaTes/b YKasasl HEBEPHbIN KOA,
OTMNpaB/ieHHbI eMy AN NOATBEPXAEHNS BOCCTAHOB/IEHMS Napons.
«TooMuchErrorsForCode» — TekcT, oTobpaxaeMblii, eCnm nonb3oBaTeb NPeBbICUI
MaKCMManbHOE YMCNO0 NOMbITOK BBOAA KOAA NOATBEPXKAEHMUS.

«TooMuchErrors» — TekcT, oTobpakaembii, eC/in Npu 3anpoce HOBOro Naposs
BO3HWK/0 60MbLIOE KONMYECTBO OLLNBOK.
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«RetrievingInfo» — TekcT, otobpaxkaembiii B gnanore «NaeHtTudumkaums
nonb3oBaTensa». DTOT TEKCT oTobparkaeTca B Ananore C NosssMU 4S5 BBOAA JIOTMHA
n e-mail. JnvHa He 6onee 700 cuMBoOsioB. MoXeT 6bITb He 3aa4aH (B 3TOM Ciiyyae
TEKCT He oTobpaxaeTcs).

«InfoDescription» - ccbisika Ha NnpaBuna BocCTaHoBeHUs napons. OTtobpaxaeTcs
B Ananore «MaeHtndukaumsa nonb3osatena». AnmHa He 6onee 100 cumBonoB. MoxeT
6bITb He 3aaaH (B 3TOM Cllydae TEKCT He oTobpaxaeTcs).

«InfoText» — TekCT npaBun BOCCTaHOBNEHMS Naponsa. OTobpa)xkaeTcss Npu HaxaTum
Ha ccblKy B gmnanore «MaeHtudunkaumsa nonb3osatens». nmHa He 6onee 4 Kbanr.
®dopmaT TekcTa: 0bbidHbIN (plain text). O6a3aTenbHO A9 HAaCTPOWKK, ecnu 3a4aH
«InfoDescription».

«WaitForCode» - TekCT coobLieHMss 0 TOM, YTO NOb30BATEN0 HanpaBs/ieH Koa Ans
NnoATBEPXAEHMS Npoueaypbl co3aaHna HOBoro naposns. Otobpa)kaeTcs B gnanore
«MNoaTeepxaeHmne cbpoca nNapons» U B yBeAOMJSIEHUN, KOTOPOE NOSBASETCS Mpu
HaXaTUM Ha CCblJIKY «BbliCnaTb KO4 NOBTOPHO».

«PasswordSent» — TeKCT coobLIEHNS O TOM, YTO AJ1S NO/1b30BaTENA CO3A4aH HOBbIN
naposfib, KOTOPbI OTNpaBfieH Ha aApec 3NEKTPOHHOM MOYThI.

«AddInfoTitle» — HaMMeHOBaHME AOMNOMHUTENIBHOIO MNONS.
«BlockOnUnsuccseccAuth» - TekcT onoBeleHusi, oTobpaxaeMmoro npu 6710KMpoBKe
Y4YeTHOM 3anucu Nonb30oBaTesNs B pe3ysibTaTe BBOAA HEBEPHbIX AAHHbIX A4
ayTeHTMdmKaumMm 3agaHHOE KOSIMYECTBO pas.

LLlabnoHbl onoseweHuin 06 n3MeHeHnn napons:

«PasswordChangedSubject» — TeMa nucbMa, OTNpPaBASEMOro Mo 3/1eKTPOHHON no4yTe
npuv U3MeHeHUn Napons.

«PasswordChangedText» — TekcT coobueHusl, oTrNpaBaASEMOro Npu M3MeHeHUn
naponsi. OTrpaBASETCS TEM XKe CnocoboM, YTo U BTOpPOK GakTop npu ABYXEdaKTOPHOM
ayTeHTUdumkauum tna QUIK.

Ecnu wa6sioHbl HE HAaCTPOEHbl, U 3alaHa HACTpoMKa

, TO NP U3MEHEHUMN NaPOoJIl N0 YMOJTUAHUIO
paccbilaeTcs ceayowWnii TEKCT yBeAOMJIeHUSA: «Baw naposb 6bin1 ycnewHo
M3MeHéH. PaHee ncnosnb3oBaBLUMICA Naposib 60/51ee He AeNCTBUTENIEH ».

LLIabnoHbl TekcTOB (TakXe B BMAE CCbIIKM Ha dalin ¢ TeEKCTOM wabnoHa),
NCMNONb3YEMbIX A/ OTMPaBKN COOBLLEHMI NOMb30BaTENSIM MO SMS 1 3N1eKTPOHHOM
nouyre:

«Code» — TeKCT coobLieHns ¢ KoAoM noaTeepxaeHns. OTnpaBnseTcs C 04HOPA30BbIM
KOAOM NMOATBEPXAEHUS, UCNONb3YEMbIM AJ1S Hadasa npoueaypbl BOCCTaHOB/IEHUS
napons. OTnpaBnseTcsa TeM xe cnocobom, 4To 1 BTOpoM (akTop Npu ABYXMAKTOPHOM
ayteHTudmkaumm tvna QUIK (o6biyHO SMS). AnnHa He 6onee 280 cumeonos (4 SMS).
«NewPasswordSubject» — TeMa nMcbMa C BpeMeHHbIM NaposaeM, OTNpaBAsSeMoro

Mo 3/1eKTPOHHOM noyTe. nmHa He 6onee 128 cMmBOIOB.
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«NewPasswordText» — TeKCT nMcbMa C BpeMeHHbIM nNaponem. Cepeep QUIK
OTrnpasfigeT NMCbMO C OAHOPA30BbIM KOAOM MOATBEPXKAEHUSA, NCMNOMb3YyEeMbIM A4
Hayasa npoueaypbl BOCCTAHOBNEHUSA NMaposis, Mo 3NeKTPOHHOM noyTte. dopmMaTt TekcTa:
06bI4HbIN (plain) nnu HTML. AnnHa He 6onee 4 K6aunT.

LLlabnoHbl, C MOMOLLbIO KOTOPbIX 3a4aloTCsA TeMa NMUCbMa M TEKCT C KOAOM AN
ABYX(aKTOpPHOM ayTeHTUdMKaumu:

«2ndFactorAuthSubject» - Tema nucbma co BTopbIM hakTopoM. OTNpasBiseTcsa npu
NPOXOXAEHUM ayTEHTUdMKALUM C UCNOMb30BaHNEM BTOPOro gakropa. AsnHa He
6onee 128 cMMBONOB.

«2ndFactorAuthText» — TeKCT nucbMa co BTOpbIM hakTopoM. OTnpaBnsieTcs npu
NPOX0XAEHUN ayTEHTUPUKALMN C NCNOSIb30BAaHNEM BTOPOro akTopa, a Takxe npu
BOCCTaHOBNEHUM napons. AnnHa He 6onee 4 Kb6ant. dopmaT TekcTa: 0bbluHbIn (plain)
nnun HTML. Ecnu otnpaBka PIN-koga AByxdaKTopHOM ayTeHTUdMKaumumn nponsBoanTcs
nocpencrtsomM SMS, ToO HaCTpoWKa UrHOpUpYyeTCS.

Hanpumep:

TemplateRuInfoTextFileName=Templates\ru\InfoText

Template<Tun wabnoHa>Type - dopmaT dhanna wabnoHa. NMoagaepxuBaerca 419 TUNOB
wabnoHa «NewPasswordText» n «2ndFactorAuthText». Bo3MOXHble 3Ha4YeHUs:

«plain» (nMo ymon4yaHuto) — 06bIYHbIN TEKCT;

«html» - Tekct B HTML-(popmarTe.

2.2 Hactpouku B nporpamme QUIK Administrator

B nporpamme QUIK Administrator BbinonHuTe cneaytowme 4enNcTeBus:

1. B amanore HacTpoMKKW nNpaB NMosb30BaTens Ha Bkiaake «be3onacHOCTb» yCTaHOBUTE OMNLUUIO

«BkounTb ABYX(aKTOpHYIO ayTeHTUdMKaumio» n Boibepute Bua ayteHTUdmKaunm «QUIK».

BrnrounTE AByx GaKTOpHYHD ayTEHTUGMKALMID

BelGop nprackenua

X TeprMuHane!

Mpoune

Mpoune

3apaTe MHAVNBWLYANEHEIE HACTPO KK

Bug ayTentndnkaumm QUIK w
AyTeHTUDWKALNA NPW BXOAE B CUCTEMY
JononHuTensHele NapameTpel Ana Asyx GakTopHoi ayTeHTuduKaumn u
BOCCTAHOBNEHWA Napons
3agaHel napametpel  e-mail, Tenedod, KodoBCE CNOBD NameruTs...
He cnpalimeats y NonL308aTENA KO NOATEERHIEHNA
OByxdakTopHas ayteHTudmnkaumsa QUIK 9
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Mone «He cnpawwnBaTb Yy NOMb30BaTENS KOA NOATBEPXKAEHMUS ... AHEN» — KOIMYECTBO
AHeN, B TeyeHne KOTOopbIX He ByaeT 3anpalimnBaTbCs AOMOJHUTENbHbIM Naposb Ans
ABYXdaKToOpHOM ayTeHTuduMKaumm npu ycnoBmMm, YTo Nosib30BaTelb HE U3MEHSeT
napameTpbl nogknyveHus. JonyCcTtuMble 3Ha4YeHNA: Uenble yncna ot 1 ao 365.
JocTynHo ans peaakTMpoBaHus NMpu BbiIbpaHHOM Buae ayTeHTUdMKaunm «QUIK».,

Mpn U3MeHeHUn NnapaMeTpoB NOAKNOYEHUSA OOMONHUTENbHbIN naposb 3anpallnBaeTCAa
CHoBa. Ecnu none He 3anofiHEHO WM yKa3aHo 3HadeHue «0», To HOBbI
AONONHUTENbHbIN napo/jib 3anpanBaeTCd Npun KaxXaom ceaHCe CBA3U NOJIb30BaTeENA.

2. [pu HaXaTuUM Ha KHOMKY «M3MeHUTb...» NosBNseTcs ¢dopMa, B KOTOPOM AOCTYMNHO 3anosiIHeHue
cneayowmx rnonei Ans pasHbix Crnoco60B AOCTaBKM Naposis A0 KJIMEHTA:

nNoYTeEl

TenedoH

Hacrpoiikn asyxdakroproil aytentudukaunn Quik st

Monezceatens

Aapec 3nekTpoHHOR

Koaoeoe cnoso

| Anekcangpos Anekcei KIMEHT

| alexandrov@broker.ru

|
|
| +79131234567 |
|

| camoneT

OTmena

Mone «Aapec 31eKTPOHHON NOYTbI» — 3N1EKTPOHHbIN aApec KNeHTa, Ha KOTOopbIi
OoTnpasfaseTcs NMCbMO C NaposeM.

MNone «TenedoH» — HoOMep MOBUNBLHOro TenedoHa KAMeHTa, Ha KOTOPbI OTnpasnseTcs
SMS. Onsa paboTbl 3TOoro cnocoba goctaBkm napons 6pokepy TpebyeTcs npoBecTn
MHTErpaunto ¢ cepBncom otnpaBkm SMS-coobuweHunin.

Mone «Kogosoe CoBO» — CEKpEeTHOE C/I0BO, KOTopoe naeHTudumumnmpyeT nonb3osaTtens
npu coobweHun emy napons.

Cnoco6bl ooCTaBKKU naponisa NnoJsib3oBaTtesilo MOryT MCnoJib3oBaTtbCs Kak
no oTAE€JIbHOCTU, TaK N BMecCTe.

3. OTyeT no napamMmeTpam ABYX(daKTOpPHOM
ayteHTudpmkaumm QUIK

OTyeT CNyXuT ANa Cco34aHusa CMcka naposen nonb3oBaTenel, KoTopble yCTaHaBNMBalOT CBA3b
C nomouwblo AByXxdakTopHon ayTeHTudunkaumm QUIK. B otueTe oTobpaxaroTcs ToNbKO
Te NoNb30BaTeNn, y KOTOPbIX 3aM0fHEHO Mofie «KOA0BOE CNOBO» B HAaCTpOMKax nofib3oBaTens.

OTyeT ncnonb3yeTtcs, HanpuMep, ecnu KIMeHT 3BOHUT BpoKepy M NpOCUT Ha3BaTb ero Naposnb A4
yCTaHoBNneHus cBA3un. B 3ToM cnyyae 6pokepy cneayeT co3aatb OTYET MO AaHHOMY K/INEHTY

N CNpOCUTb Y KIIMEHTa KoaoBoe cnoBo. OT4yeT Bbi3biBaeTcs u3 nporpammbl QUIK Administrator
(meHio CepBep QUIK / Otuerbl / KogoBblie cnoBa...).

OByxdakTopHas ayteHTudmnkaumsa QUIK
PykoBOACTBO nosb3oBaTens
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Koaoekle cnoea

Monezoeatens

OI'IU BCEM MNOMBI0EBATENAM ©I'IU OAHOMY NONbL30EATENHY

| Mycesa 01 Enena

e

Ecnn KopoBoe CNOBO Ha3BaHO BEPHO, KNIMEHTY B OTBET coobuwaeTcs naposb Ansg NpoxoXXaeHus

AByX(daKTOpHOW aBTOopM3aunm.

o) OTuer no napameTpam AsyxdarTopHoit ayTenTudmrkaumn Quik — O *
H- & E L N @ - SAP CRYSTAL REPORTS ®
FnasHet oT4eT
~
OT4eT mo mapaMeTpaM ABYX(paKTOPHOH
ayreHTHpHKanHH Quik
WagexntndmraTop nonbaosaTtena 100101
Monszosatens: Myceea 01
Enena
Mapont cepeepa: 71939
Koposoe cnoso: neto
< >
Homep Tekywuei crpannue: 1 Koanuectee crpanmnw;: 1 Kezddrunent macwtabuposanna: 100%

OTUeT MOXHO MOCTPOUTbL Cpasy Mo BCEM KJIMEHTaM, KOTOPbIM TpebyeTcs cooblWnTb Naponb. Ans

3TOro Bbl6epVITe OnNnunto «No BCEM MNOJIb3OBATENAM> .

Q OByxdakTopHas ayteHTudmnkaumsa QUIK

PykoBoacTBO nosb3oBaTens
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4. lNMepBu4yHoe nosy4vyeHume /
BOCCTaHOBJIEHMe napons

Ecnun naponb ans ayTeHTUdUKaUUM NoSb30BaTEN0 HEM3BECTEH (MOMb30BaATENb ELUE HE MOYyYMI
naposib Uax Naposib 6bia YTEPSAH), OH MOXET MOJNy4YnTb ero 6e3 NMYHOro BM3nTa K 6pokepy 1 6e3
yyacTusi COTpyAHMKOB 6pokepa.

Pa6oTa cepBuca BOCCTaHOBNEHMNS NAPOsi BO3MOXHa NMpM OAHOBPEMEHHOM BbINOSTHEHUN
CneayrLwmnx ycrioBuin:

[ns nonb3oBaTtens UCNosib3yeTcsa ayTeHTMdMKaunsa no JO0rmMHy U nNaposto.

BkntoueHa aByxdakTopHas ayteHTudmkaumsa tuna «QUIK» ¢ oTnpaBkon BTOporo gaktopa
ayTeHTuduKauymmn no SMS.

Y nonb3oBaTens B HACTpoMKax 3agaHbl TenedoH n e-mail ana aByxdakTopHOWM
ayTeHTudmKaummn.

BkntoueHa HacTponka B cekummn [quik_auth] danna quik.ini.

Mpun NpOX0oXAEHMM Npoueaypbl MEPBUUYHOIO NOJIyYeHUs / BOCCTaHOB/IEHUS NMapO/s NoJib30BaTENtO
oTo6paxalTcs ANanorn, HanoJIHEHNE KOTOPbIX HAacTpamMBaeTcs 6pOKepPOM C MOMOLLbIO

Huke npuBeaeHbl BapuUaHTbl INANoroB, OCHOBAHHbLIX Ha WabnoHax, NocTaBnseMbIX No
YMOJTYaHMIO.

B ananore «Bxoa B cuCTeMy» rnosib3oBaTesib HaXXnMMaeT «[lonyunTb naposib». OTKpbiBaeTCs
avanor «MaeHTndukaumsa nonb3osatens».

Waertudmkauma nonszoeatena (ocranoce 174 cex.) »

BeeauTe cEOW NOrWH W e-mail, KkoTopsie Bkl
cooBuwmnm Bpokepy.

Norua

| BaLu noruu |

e-mail

| Baw email |

[ € npeueaypoii noayuenma napena
O3H3KOMMEH

UTNPpaeEnTb 3EKprTb

MNonb3oBaTenb BBOAUT NOMMH U e-mail n noaTBepXAaeT, UTO 03HAKOMUIICA C nNpouenypom
BOCCTAHOBNEHUS Maposisd, YCTaHOBMB COOTBETCTBYIOLMIA (DIIaXoK.

CepBep npoBepseT, YTO AN4 NoNb3oBaTensa BKAYeHa AByX(daKTopHasa ayTeHTudumKkaums,
M CPOK AOBEPEHHOCTU He UcTek. Ecnu npoBepka BbINOIHEHA YCMELHO, cepBep OTnpasBnseT
rnonb3oBaTeNto Ko4 NoATBepxXaeHunsa rno SMS.

B okHe «[MoaTBepxaeHne cbpoca napons» nonb3oBaTenb BBOAMT NOSYYEHHbINA KOA.

OByxdakTopHas ayteHTudmnkaumsa QUIK 12
PykoBOACTBO nosb3oBaTens



Moareeps#aenne cBpoca napona (octanock 45 cex.) >

Bam HaNpaeneEH Kog NoOATEEPHAEHNA,

MuH-kog

BeeauTe kog

Bricnare KOA4 NOETOPHO

OTnpaenTe 3akpbiTe

CepBep NpoBepsieT KOA, FreHEPUPYET BPEMEHHbIM Naposib U OTAPaBASIET ero Nonb30BaTeNto
no e-mail.

5. Bxoa B cucrteMmy € noMouibio
aAByxdakTopHou ayteHTucbukaumm QUIK

MepBasa 4YacTb Npoueaypbl ayTeHTUGUKaUMM (C NCronb3oBaHMeM Kao4Yen goctyna ns dannos
pubring.txk n secring.txk nnn nornHa n napons) NpoMcxoamT B 06bIYHOM peXUMe — BBOASTCS UMS
M Napofb, N cepBep NpoBepsieT COOTBETCTBME BBEAEHHbIX NapameTpoB. Ecnn nepsas vactb
ayTeHTUdMKauum npowsa ycnewHo, cepeep QUIK HauyMHaeT BTOPYI YacTb ayTeHTMdUKaUUU

no cneaytowemMy pernameHTy:

1. Cepsep QUIK npoBepseT napaMeTpbl NOAKAOYEHUS, C KOTOPOro yCTaHaB/AMBAETCS CBA3b.

2. Ecnv vHdbopmauma o NoAK/IOYEHUM CeEpPBEPY M3BECTHA, Aasiee NpoBepsieTcsl, SABASETCS N 3TO
NnoAaKtouYeHne noaTBepxXaeHHbIM Ha cepBepe QUIK (npoigeHa nu aByxdakTtopHas
ayTeHTUdUKaumMsa npu npeabiaywem yCTaHOBNEHUN CBA3N).

3. KoHTponupyeTcs, He UCTeK NIn Nepuoa aKCcnupaumm nogkntoueHms (nepnog akcnmpaumm
yCTaHaB/IMBAETCSA B HAacTpolikax nonb3osatens B nporpamme QUIK Administrator, cM. ).

Ecnu Bce npoBepku nMponaeHbl ycrnewHo, To gByXxdakTopHasa ayTeHTudunkauma QUIK cumtaetcs
3aBepLIeHHON, N NOoSb30BaTE/N0 HAYMHAOT NOCTYNaTh AaHHble C cepBepa. Ecnu xota 6bl oaHa
M3 NPOBEpPOK He NpoiaeHa, TO Nosb30BaTENO NpeasaraeTca NoATBEPANTb NapaMeTpbl HOBOIO
noaknovyeHns ssogom Hosoro MAPOJIA.

JeyxdakTopHan ayTeHTudUKaLMA >

B Beenure napons aoctyna [PIN], koropes B am npegoctasmn
! tpokep:

|BBEJ1MTE FIM: |

Beog, OTtieHa

OByxdakTopHas ayteHTudmnkaumsa QUIK 13
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B MOMeHT nosiBNeHns c¢opMbl AN BBOAA Naposis, KIMEHTY OTNPaB/SIETCS Naposb Mo 3apaHee
onpeaeneHHoOMy KaHasy CBSI3W — MO 3/IEKTPOHHOM noyTe, no SMS unu ¢ NoMoLLbio 3BOHKA
6pokepy. B nocnenHeM crnyyae Ans nosyvyeHus nNapons KANEHT AOJKEH Ha3BaTb 6pokepy KoaoBoe
cnoBo. Ecnu naponb, BBeAEHHbIN B Nosie, coBnaaaeT ¢ TpebyeMbiM NaposieM, TO HOBOe
NoAK/IIUYEHME CUMTAETCS MOATBEPXKAEHHbIM.

Ecnu Bpems oxunaanusa seoaa NMNAPOJIA ncrtekno, To TpebyeTcs NOBTOPHO NMPOWTU MEPBYIO YacTb
ayTeHTUdMKauum (BBOA MMEHM K Napons ANns 3alluTbl CEKPETHOMO KJto4a).

KonnyecTBo NOMbITOK BBOAA NMaposs orpaHu4yeHo. Nocne Ncnosib3oBaHUa BCEX MOMbITOK
Nnonb30BaTeNb BPEMEHHO B/IOKMpYETCA unu cbpacbiBaeTcs naponb. MHbopMauusa o BpeMeHHOM
6/T0KMPOBKE MOJIb30BaTeNsA, @ Tak)Ke BO3MOXHOCTb CHATb 6/I0KMPOBKY A0CTYMHbI B QUIK
Administrator B AManore peaakTMpoBaHUs Nonb30BaTeNs Ha BK1aaKe «be30nacHOCTb».

NMpuno)xxeHne. MakpokoMaHAbl AnNA
TEeKCTOBbIX WabsioHOB

B wabnoHsbl TEKCTOB, UCNO/Ib3YEMbIX ANA pa3/INYHbIX onoBeLeHni npn BOCCTaHOBNEHUN NaponA,
MOryT BXOANTb MaKpOKOMaH bl.

Bce makpokoMaHabl umetot Bua: «{CMD}», rae CMD - koMaHAa Ha BCTaBKy HEKOTOpPOro
TEKCTOBOro napameTtpa. B TeKCcTe MOXeT UCMNoNb30BaTbCs NPOU3BOJSIbHOE KONMYECTBO TaknX
KOMaHA, O4Ha M Ta Xe KOMaHAa MOXET MUCMoSb30BaThCA HECKOAbKO pa3. MNMpu HeobxoanMocTu
NCMONb30BaHMUSA CUMBONIOB «{» UM «}» B TEKCTE OHU AOSIKHbI 3aMUCbIBaTbCS Kak «{{» nnun «}}»
COOTBETCTBEHHO.

JonycTtumble KOMaHAbl:

DATE - Tekywas gata B popmate <A0.MM.TTTT>.
TIME - Ttekyuwee BpeMs B dopmate <HY:MM:CC>.
UID - naeHtnoukatop nonbsosatend (UID), ana KoToporo NnponsBoAUTCS BOCCTaHOBEHNE
napons.
USERNAME - ®O nonb3oBaTens.
PASSWORD - TekCT BpeMeHHOro napons.
CODE - ko noaTBepxaeHus. [JocTyneH Tonbko B wabnoHe tTnna «Code».
EMAIL - e-mail, ykasaHHbIn ans AByX(daKTOPHOW ayTeHTUdunkaumu.
BLOCKEDTILL - gnaTta n BpeMs OKOH4YaHusa nepuoga 6n1oknpoBkn (nNo spemeHn cepeepa QUIK)
none3oBatens B ¢popmate <A4.MM.ITTT Y4:MM:CC>. Ncnonb3yeTcs, ecnum
=1 1 3HayeHune oT/inyHo ot 0.

OByxdakTopHas ayteHTudmnkaumsa QUIK 14
PykoBOACTBO nosb3oBaTens



	1.  Двухфакторная аутентификация QUIK
	2. Настройка двухфакторной аутентификации QUIK
	2.1 Настройки в файле quik.ini
	2.1.1 Секция [mail]
	2.1.2 Секция [mobile_terminals]
	2.1.3 Секция [quik_auth]
	Параметры двухфакторной аутентификации
	Общий параметр
	Параметры восстановления пароля


	2.2 Настройки в программе QUIK Administrator

	3. Отчет по параметрам двухфакторной аутентификации QUIK
	4. Первичное получение / восстановление пароля
	5. Вход в систему с помощью двухфакторной аутентификации QUIK
	Приложение. Макрокоманды для текстовых шаблонов

